INFORMATION FOR
AGENCIES

Privacy and COVID-19
Considerations for organisations subject to the Privacy and Data
Protection Act 2014 and the Health Records Act 2001
Introduction
The Office of the Victorian Information Commissioner (OVIC) and the Office of the Health Complaints
Commissioner (HCC) acknowledge the unprecedented challenges that organisations are facing due to the
novel coronavirus (COVID-19).
There is a clear and urgent need to collect, use, and share information to manage the spread of COVID-19.
As organisations are likely adapting the way they handle information to deal with the current situation, it is
crucial for organisations to understand their privacy obligations. It is important to note that Victoria’s
privacy legislation does not prevent information from being used or shared in critical situations such as this.
This guidance is intended to help Victorian public sector organisations and health providers (both public
and private sector) that handle health information understand their privacy obligations while dealing with
COVID-19. The term ‘organisation’ is used in this guidance to refer to both types of organisations.

What are my organisation’s privacy obligations?
In these circumstances, organisations may have obligations under both the Privacy and Data Protection Act
2014 (PDP Act) and the Health Records Act 2001 (HR Act).1
Organisations are required to handle the personal information they hold in accordance with the 10
Information Privacy Principles (IPPs) in the PDP Act, and health information in accordance with the 11
Health Privacy Principles (HPPs) in the HR Act. Personal information is defined in section 3 of the PDP Act
and health information is defined in section 3 of the HR Act.

Collection of personal and health information
Organisations may need to collect personal and health information from their employees or from
individuals who have personal contact with the organisation to manage the spread of COVID-19.
Organisations should only collect the minimum amount of information necessary to do so.
Collection in specified circumstances
HPP 1 sets out specific circumstances that permit organisations to collect health information from an
individual. For example, under HPP 1.1(f), organisations can collect health information if it is necessary for
one or more of their activities and the collection is necessary to prevent or lessen a serious threat to public
health, public safety or public welfare. In the PDP Act, IPP 1.1 permits organisations to collect personal
information where it is necessary for one or more of their functions or activities.
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For a list of organisations with privacy obligations under the PDP Act, see section 13 of the PDP Act. For a list of organisations
required to adhere to the HR Act, see sections 10 and 11 of the HR Act.
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Requirements of collection
Organisations should collect personal and health information directly from the individual where it is
reasonable and practicable to do so, as stated by IPP 1.4 and HPP 1.3. Organisations should also give notice
to individuals about how their information is likely to be handled in managing COVID-19, as required by IPP
1.3 and HPP 1.4. For example, organisations may need to disclose information to authorities or health
service providers. Individuals need to be made aware of how their information may be used by
organisations. In an emergency or time-sensitive situation, it may not be feasible to give notice to
individuals at the time of collecting their information. In such circumstances, organisations should provide
notice as soon as it is practicable to do so.

Use and disclosure of personal and health information for purposes related to
COVID-19
IPP 2 and HPP 2, which govern the use and disclosure of personal and health information respectively, state
that organisations should only use and disclose personal or health information for the primary purpose for
which it was collected or for one of the permitted secondary purposes outlined in those provisions.
Threat to public health or safety
Under IPP 2.1(d)(ii), organisations can use and disclose personal information for a secondary purpose in the
absence of consent where they reasonably believe that the use or disclosure is necessary to lessen or
prevent a serious threat to public health, public safety or public welfare. HPP 2.2(h)(ii) contains a similar
permission for the secondary use and disclosure of health information.
As the World Health Organisation has declared the outbreak of COVID-19 a pandemic, and the Victorian
Government has declared a State of Emergency in Victoria, using and disclosing personal and health
information under IPP 2.1(d)(ii) and HPP 2.2(h)(ii) to prevent or manage the virus is likely permissible.
Organisations must reassess this position once the spread of the virus has subsided, as the threat may no
longer meet the ‘serious’ threshold required to share personal and health information under this exception
after the emergency has passed.
Use or disclosure with consent
Another permitted secondary purpose under the IPPs that may be relevant in these circumstances is IPP
2.1(b), which permits organisations to use and disclose personal information where the individual has
consented to the use or disclosure of their personal information. This permitted secondary purpose is
mirrored in the HPPs under HPP 2.2(b). If organisations rely on the consent of the individual to use or
disclose their information, organisations must ensure that consent is provided voluntarily, and the
individual is able to make an informed choice.2
Managing the pandemic in a privacy-enhancing way
Organisations relying on any of the exceptions under the IPPs or the HPPs to use or disclose personal or
health information must do so in a privacy-enhancing way. This means that organisations should not use or
disclose personal or health information unless it is necessary to do so, and if it is necessary, organisations
must only use and disclose the minimum amount of information needed.
For example, if organisations need to inform their employees that a staff member has tested positive for
COVID-19, they may not need to disclose the name of the staff member that has COVID-19 in order for
their employees to take the necessary precautions. Those employees who worked closely with the staff
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See OVIC’s Guidelines to the Information Privacy Principles for further detail of the elements of consent:
https://ovic.vic.gov.au/book/key-concepts/#Consent.
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member may be able to ascertain the individual’s identity and should be advised not to disclose
information that could identify the staff member who has COVID-19.
Organisations must consider the circumstances of each case when deciding whether to disclose personal or
health information.
For more information on IPP 2, see OVIC’s Guidelines to the Information Privacy Principles, available online
here: https://ovic.vic.gov.au/book/ipp-2-use-and-disclosure/.
For more guidance on the HPPs, visit the HCC’s website here: https://hcc.vic.gov.au/providers/healthrecords.

Managing the security of information
To manage the spread of COVID-19, many organisations have asked their employees to work from home,
possibly for an extended period of time. Such organisations need to consider how they will comply with
their data security obligations under IPP 4.1 and HPP 4.1 to protect the information they hold from misuse
and loss and from unauthorised access, modification or disclosure.
For guidance on how to implement appropriate measures to protect personal information, read OVIC’s
Guidelines on IPP 4, available online here: https://ovic.vic.gov.au/book/ipp-4-data-security/.
OVIC has also produced a tip sheet for individuals on how to ensure that they protect public sector
information when working away from the office. That guidance is available here:
https://ovic.vic.gov.au/wp-content/uploads/2020/03/How-to-respect-privacy-and-protect-public-sectorinformation-when-working-remotely.pdf

Role of Victoria’s Chief Health Officer
As mentioned, the Victorian Government has declared a State of Emergency in Victoria to combat COVID19. In accordance with the Public Health and Wellbeing Act 2008 (PHW Act), this declaration gives Victoria’s
Chief Health Officer the power to enable authorised officers to exercise specified emergency powers to
eliminate or reduce the risk of COVID-19 to the health of Victorians.3 The emergency powers include
restricting the movement of persons within the emergency area, being Victoria, and preventing persons
from entering the emergency area.4
For up to date information on the public health response activities being carried out in Victoria, please visit
the Department of Health and Human Services website here: https://www.dhhs.vic.gov.au/coronaviruscovid-19-daily-update.

Resources
This document discusses the IPPs and HPPs that may be most relevant for organisations when managing
COVID-19, however the other IPPs and HPPs will still apply. For detailed guidance on the all the IPPs and
HPPs, please refer to the following resources:
Guidelines to the Information Privacy Principles
Obligations under the Health Records Act 2001
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See section 199 of the PHW Act.
See section 200 of the PHW Act.
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Where organisations are considering implementing new information handling practices to manage the
spread of COVID-19, OVIC and the HCC recommend that organisations complete a privacy impact
assessment to evaluate and mitigate any privacy risks.
Privacy Impact Assessment template
Privacy Impact Assessment accompanying guide

Further information

OVIC

HCC

t: 1300 00 6842
e: enquiries@ovic.vic.gov.au
w: ovic.vic.gov.au

t: 1300 582 113
e: hcc@hcc.vic.gov.au
w: hcc.vic.gov.au

Disclaimer: The information in this document is general in nature and does not constitute legal advice.
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